Canh b&o mé& doc gid mao “DU THAO NGHI QUYET DAI HOI” -
Nang cao canh giac trong thoi diém l1ay y ki€n Nhan dan vé du
thdo van kién Pai h6i XIV cta Bang

Thaoi gian qua, BO Chinh tri dang té chic 1ay y kién réong rai Nhan dan déi véi du
thdo van kién Pai hdi XIV cta Pang. Day la dot sinh hoat chinh tri quan trong,
thé hién quyén lam chd cla Nhan dan trong viéc gép y, hoan thién dudng 16i, chu
truong phat trién dat nudc.

Tuy nhién, lgi dung tinh hinh nay, cac thé luc thu dich va déi tuong xau da
tang cuong cac hoat dong pha hoai, xuyén tac, truc lgi, gay anh huédng dén an
ninh chinh tri, trat ty an toan xa hdi va uy tin cia bang, Nha nudc.

bang chi y, Cong an tinh vura phat hién mét loai ma déc nguy hi€m duogc
nguy trang dudi tén goi “DU THAO NGHI QUYET PAI HOl.exe”. Tap tin nay duoc
phat tan trén mang véi hinh thirc moi goi tai vé, gid mao tai liéu lay y kién du thao
nghi quyét. Khi nguoi dung ma hoac cai dat, ma doc sé tu dong xam nhap vao hé
théng, danh cap théng tin nhay cam, chiém doat tai khoan ca nhan, truy
xuat dir liéu mat va lay lan sang cac may tinh khac.

Cach hoat dong cua ransomware
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Cach ransomware tan céng dir liéu nguoi dung

Trudéc tinh hinh trén, Céng an tinh khuyén cao cac co quan, don vi, té chuc va
nguoi dan tuyét déi khong tai, cai dat hoac mé cac tap tin khéng ré nguén
goc, dac biét la cac tap tin thuc thi c6 duéi .exe, .dll, .bat, .msi.... Riéng dbi
v4i tap tin mang tén “DU THAO NGHI QUYET PAI HOl.exe”, can ngay lap tuc
x6a boé va khdéng tuong tac dé€ tranh nguy co nhiém ma doc.

Céc co quan, don vi can duy tri phan mém phong, chéng ma déc (antivirus) ¢
trang thai hoat déong va cap nhat thuong xuyén, dong thoi tang cuong tuyén
truyén ndi bd, nang cao nhan thuc an toan théng tin cho cén b, céng chic,
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vién chlc va ngudi lao dong.
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CANH BAO MA POC GIA MAO
“DU THAO NGH| QUYET PAI HOI”

@ 5 diéu can nhé dé bao vé an toan thong tin!

Thoi gian qua, cac dbéi twong xau i dung hoat dong lay
y kién Nhan dan vé dw thao van kién Pai hoi XIV cia Dang
dé phat tan ma doc gia mao, gy mat an toan thong tin. Cong
an tinh canh bao nguw&i dan nang cao canh giac — khoéng tai
tap tin “DU THAO NGHI QUYET DAI HOl.exe”.

Khong tai, md, cai dat file khong ré ngudn goc.
AE)é’C biét canh giac véi file “DU’ THAO NGHI
QUYET DAIHOl.exe”.

A Khoéng chia sé duwong link, tai liéu chwa
xac thwe. ’ ‘
® [udn kiém tra nguon gri triede khi mé.

£t Dung mat khdu manh, bat xac thwc 2 buéec.
© Khoéng dang nhap tai khoan co quan qua
link la.

¥ Gil phan mém diét virus hoat déng & cap
nhat thwong xuyén.
e © Nén quét tw dong dinh ky.

Moi ci nhap chudt an toan
Gop phan bao vé To qudc trong khdng gian mang!
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Khi phat hién dau hiéu nghi van hoac cac truong hop lién quan dén méa doc, dé
nghi lién hé ngay Phong An ninh mang va phong, chéng téi pham st dung
cong nghé cao - Cong an tinh qua s6 dién thoai 0693.599.332 dé dugc hudng
d&n, phéi hop x{ Iy kip thdi.

Coéng an tinh kéu goi moi can bd, dang vién, céng chuc, vién chic va nguoi
dan hay la “1d chan” trong khéng gian mang, chi dong bao vé dir liéu, gép
phan gilt virng an ninh, an toan thong tin trong thoi di€m dién ra cac hoat dong
chinh tri quan trong cta dat nudc.

PHONG KE HOACH - DIEU DUONG



